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Rio Salado Information Services

Overview

Did you know that many Rio Salado systems do not require the use of VPN or RDS? These systems
include:

e Rio’s Employee Portal (SharePoint)

e Matrix

e Gmail

e Google Drive

e Jive (AKA GoTo Connect)

e Zoom

VPN stands for Virtual Private Network. VPN software is a tool that allows a secure, encrypted
connection over the internet to RSC applications and other IT resources.

RDS stands for Remote Deskop Services which allows you to both take control of your office
workstation and access files on the RSC network drives remotely.

VPN and RDS are different services that operate independently of each other but need to be used in
combination in order to provide the desired remote access to RSC IT resources.

Preparation

There is some preparation required before you can begin using these services; they must first be
installed and configured to access your workstation and your network drives. This guide provides
instructions on the installation, setup, and use of both the VPN and RDS services.

NOTE: You must have the computer name of your office workstation in order to setup the VPN software
and establish a connection to your office workstation. This step must be performed from your
workstation at the office. See instructions below on how to identify your workstation’s computer
name.
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How to Identify a Workstation’s Computer Name

1. Toview a computer’s name, simply type “computer name” into the bottom left desktop search bar
and press the ENTER key.

H O Type here to search ? o

2. The following screen will appear which will provide the computer (device) name of the workstation.

About
Your PC is monitored and Related settings
protected. System info

© virus & Threat Protection

X . Have a question?
© Firewall & Network Protection

© Device performance & Health Finding out how many cores
my processor has

® App & browser control ot
set help

@ Account protection

@ Device security
Make Windows better

See details in Windaws Security v s foedback

Device specifications

) Cciicename  RUBEN

Processor Int

Installed RAM .00 GB
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Installation & Setup of VPN Software

To establish a secure remote connection from a home computer to a work computer, please take the
following steps:

1. Using a web browser on a home computer, navigate to vpn.riosalado.edu. This will begin the
downloading and installation of Cisco’s AnyConnect Secure Mobility Client software.

2. When presented with the following screen, login using your RSC credentials.

RioSalado . . .
College =

::33) Login

Flease enter your username and password.

USERMAME: frternalpalrick berens| B |
PASSWORD, prseereers =

Login

3. When presented with the following screen, click the Instructions button display the instructions on

how to download and save the installation package. After reviewing the instructions, click the
Download button.

AnyConnect Secure Mobility Client Do

¥ ta help keep your
AnyConnect Secure Mobility:

Download & Install

Download Cisco AnyCannect Secure Mobility Clies

t o your computer.
9

Download for Windows
Click to Download l

Alternatively, click WebLaunch to attempt aut
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4. After installation of the client software is complete, launch the Cisco AnyConnect Secure Mobility
Client software by clicking on the icon on your Windows desktop.

6. When prompted with the following pop-up window, sign in with your RSC employee credentials:

® Cisco AnyConnect | vpn.riosalado.edu X

% Please enter your username and password.

Username: [ internal\james.barrio |

Password: || |

Username: internal\firstname.lasthname
Password: The same password used to log into your work computer

5. Once the secure connection is established, the following pop-up window should appear.

’Sﬂ Cisco AnyConnect Secure Mobility Client = X

(Q VPN:

I__il Connected to vpn.riosalado.edu.

vpn.riosalado.edu

00:01:43
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6. When the above pop-up window appears, the installation and configuration are complete.

7. To complete the setup of the VPN software, we recommend pinning the icon to the taskbar.
To do so, perform the following steps:

a. Right-click the icon on the desktop and a pop-up menu will appear.

AnyConne...

b. From the following pop-up menu, click Pin to Start.

Open

Fu Scan for viruses

Fa Check reputation in KSMN

Open file location

G Run as administrator
Troubleshoot co ity
Pin to Start

Pin to taskbar

Restore previous versions

Send to >

Cut
Copy

Create shortcut
Delete

Rename

Properties

c. When the VPN icon is pinned to the taskbar it will appear like the following image.

8. The setup of the VPN software is now complete.
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Installation & Setup of RDS Software
1. Open a web browser using a home computer.

2. Navigate to https://rds.riosalado.edu. The following screen should appear.

Rio Salado
College z=~ Work Resources
RemoteApp and Deskiop Connecton
Take the Next Step
L a2
Help
B Windows Server 2016

3. Enter your username as internal\firstname.lastname and your RSC password, then click the Sign In
button.

4. After signing in, the following window will appear. Click the Remote Desktop Connection icon and
wait for it to finish downloading and installing the RDS client software.

. ST Y

Rio Salado

Co]]ege Z=2 Work Resources

Take the Next Step O ST S T

——
RemeteApp and Deskiops Help  Signout
Current folder: /
)
(& o

B Windows Serves 2016 Mucroon

7. The following window may appear, if so, click the Connect button.

% RemoteApp x

(’] Do you trust the publisher of this RemoteApp program?

This RemateApp program could ham your local or remate computer. Make sure that you trust the publisher
before you connect ta run this program.

% Publisher: “riosalado.edy
Type:

RemoteApp program

Path mstsc

Name: Remote Desktop Connection
Remote computer RDSHA RIOSALADO EDU
Gateway server. gateway rosalado edu

[] Dont ask me again for remote connections from this publisher

(=) Show Details Connect Tancel
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8. At the bottom left desktop search bar, type “Remote Desktop” and press the ENTER key.

H O Type here to search ? 0

The following will appear in the lower left corner of your screen.

z
>
=
3
o
5
‘«
2

Best match

I Remote Desktop Comection Qe | ™
‘ ~
%

App

Settings )
Remote Desktop Connection
>¢ Remote Desktop settings > App

A Allow remote access to your
computer
= open
5 Remote Desktop discovery >

[} Remote Desktop sleep settings > Recent

[ Remote Desktop Developer Settings. >

% jason-reiche

i Remote Desktop hibernation
settings

A

Advanced Remote Desktop settings >

Allow remote connections to this
computer

Allow Remote Desktop connections
only from computers with Network

2 Select users who can use remote
desktop

O remote desktop Connectio

9. Click the Remote Desktop Connection icon or text, and the following pop-up window will appear.

% Remote Desktop Connection — X

| Remote Desktop
»¢ Connection

Computer | bamio] v

Username:  intemal\james bamio

Saved credentials will be used to connect to this computer.
You can edi or delete these credentials

) Show Qptions Help

10. Type in the name of the work computer and click the Connect button. This should establish a
connection to your work computer and allow you to take control of your workstation and use it as if
you’re sitting at it in the office.

NOTE: Many RSC computers are named after the user (e.g. firstname-lastname) or named after
departments or teams. Instructions on how to identify a computer’s name are provided at the

beginning of this document.

If you are at home and unable to identify your workstation’s computer name, please contact the
Technology Help Desk @ 480-517-8900 and they will provide you with the computer name.
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Using the VPN & RDS Software to Access Your Office Workstation

Once the VPN & RDS software has been installed on your home computer and configured to connect to
your office workstation, you may begin to use these software tools to take control of your office
workstation as if you were sitting at it. The following are instructions on how to do so.

1. Establish a secure connection with RSC’s network by launching the VPN software by clicking on the
Cisco AnyConnect Secure Mobility Client icon on your desktop or taskbar.

a\
N’

Cisco

AnyConne...

1. The following pop-up window should appear once a secure connection has been established.

"v Cisco AnyConnect Secure Mobility Client — X

Q VPN:
‘& Connected to vpn.riosalado.edu.

vpn.riosalado.edu

00:01:43

2. When the above pop-up window appears, you may now load the RDS software. To do so, simply
click on the Remote Desktop Services icon on your desktop or taskbar.

3. The following window should appear indicating that Remote Desktop Services is available for use.

Rio Salado

College =2 Work Resources

Toke the NextStap oo o et
e

RemoteApp and Desktops Help  Signout

Current folder: /

B Windows Server 2016 Microsott
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4. Once both the VPN and RDS are loaded and running, you may now use RDS to access your office

workstation remotely. To do so, simply click the Remote Desktop Connection icon in the following
window.

“ e M2

Rio Salado

C()"ege 2=~ Work Resources

Take the Next Step ekt apndees)

e
RemoteApp and Desktops Help  Signout
Current foldec: /
i © EGpel%

M Windows Server 2016 e

5. The following prompt may appear. If so, click the Connect button.

B2 RemoteApp x

) o you tnsst the publisher of this Remotefop prooram?

This RemoteApp program could ham your lecal or remete computer. Make sure that you trust the publisher
before you connect to run this program

% Publisher: * riosalado edu
T Type: RemoteApp program
Path: mstsc
Name: Remote Desktop Connection

Remote computer. RDSHA.RIOSALADO.EDU

Gateway server. gateway riosalado edu

[[] Dont ask me again for remate: connections from this publisher

(¥ Show Detalls Connect

6. The following pop-up window should appear. Your computer name should be provided in the
Computer field. If not, enter the computer name of your workstation.
% Remote Desktop Connection - X

| Remote Desktop
»¢ Connection

Computer: | BN v

Username: intemal\james bamio

Saved credentials will be used to connect to this computer.
You can edt or delete these credentials.

) Show Options e
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7. A window which contains an image of your office workstation’s screen should appear and you

should be able to operate it as if you were sitting at it in the office.
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Using the VPN & RDS Software to Access Network Drives

Once both the VPN and RDS software have been installed on your home computer and configured, you
may begin to use them to access files on the RSC drives. The following are instructions on how to do so.

1. Establish a secure connection with RSC’s network by launching the VPN software by clicking on the
Cisco AnyConnect Secure Mobility Client icon on your desktop or taskbar.

a\
L Y

Cisco

AnyConne...

2. The following pop-up window should appear once a secure connection has been established.

"v Cisco AnyConnect Secure Mobility Client — X

Q VPN:
‘& Connected to vpn.riosalado.edu.

vpn.riosalado.edu

00:01:43

3. When the above pop-up window appears, you may now load the RDS software. To do so, simply
click on the Remote Desktop Services icon on your desktop or taskbar.

4. The following window should appear indicating that Remote Desktop Services is available for use.

e
Rio Salado
College =2 Work Resources
Raah i Dy G

Take the Next Step
E—
RemoteApp and Desktops Help  Signout

Current folder: /

B Windows Server 2016 Microsoft
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5. Once both the VPN and RDS are loaded and running, you may now use RDS to access your office
workstation remotely. To do so, simply click the My Documents or Department Folders Desktop
Connection Remote icon in the following window.

Rio Salado N
College Z=2 Work Resources
Toke the NextStep 0L

RarmotsApp and Desktops Help  Signout

Current folder: /

flo

] Windown Server 2016 Murosan

6. A window which looks very much like Windows Explorer will appear and you should be able to
access the files at the location you selected.

Emeioyee B Orgaaatoral Lezen i un M Hleflder
Enaioyee Gu :

EMEC
Facuhy

Fatuhy Sereices
Finsrnl | fid
Hanars
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